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[bookmark: _Toc516392180][bookmark: _Toc31800155][bookmark: _Toc516006741][bookmark: _Toc516006674]General Information
Port Authority of Allegheny County (Authority) provides a network of fixed route public transportation services to persons traveling within a 745-square mile area, including the City of Pittsburgh and all of Allegheny County. Operating a fleet of 700 buses, 83 light rail vehicles and the Monongahela Incline, and by sponsoring ACCESS (the nation’s largest paratransit program of its kind for senior citizens and persons with disabilities), Authority is one of the largest and most diversified public transit agencies in the United States.
Authority provides bus service on three exclusive busways: the 4.3-mile South Busway; the 9.1-mile Martin Luther King, Jr. East Busway; and the 5-mile West Busway.  Authority operates its light rail transit service, known as “the T”, on a 25-mile rail system.
In addition, Authority owns and operates 4 bus operating divisions, a major bus overhaul facility, a light rail vehicle maintenance facility, a light rail transportation control center, and a major service facility that supports maintenance of Authority facilities, properties, Park and Ride lots and rights-of-way.
[bookmark: _Toc516392181][bookmark: _Toc31800156][bookmark: _Toc516006675]Introduction
Authority is requesting proposals from firms to host Authority’s critical services, provide managed security services, including monitoring and internet connectivity (Contract Services). The Contract Services are need in the following categories:
(1) Data Center Hosting Services; and
(2) Managed Security Services.
Authority intends to enter into agreement with one (1) contractor for Data Center Hosting Services and one (1) contractor for Managed Security Services.  While it is currently Authority's intention to enter into an agreement with one contractor for each category, this number may be adjusted up or down, at Authority's sole discretion, based upon the number of proposals received and Authority's evaluation of same in relation to its data center hosting, managed security, and associated services needs in the above-identified categories.

Proposers may submit proposals for one or both categories. Proposers should clearly identify which category or categories of the Contract Services that Proposers are seeking award of in their proposals. Additional Contract Services may be added to the Project Scope at the sole discretion of Authority.
Agreements negotiated between Authority and each selected Contractor will be for a three (3) year period with the option to extend the term of the Agreement up to an additional two (2) years, at the sole discretion of Authority.
FOR YOUR INFORMATION: Authority has introduced “ebusiness” at its website, http://ebusiness.portauthority.org, the smartest, fastest, easiest, and most efficient way to deliver and receive information regarding solicitations. All Proposers must register electronically in order to be notified of Authority solicitations and to obtain copies of RFP’s, subsequent addenda and other related information. Complete the bidder registration application with close attention to identifying the Vendor Sourcing Category and Vendor Sourcing Sub-Category to describe your organization’s interests.
This RFP, including supporting documents, contains all of the information necessary to prepare and submit a Proposal. Proposers are advised to completely review this RFP and explicitly follow the instructions herein regarding the submission of a Proposal. Each Proposal shall comply with the requirements of this RFP as stated herein and all applicable federal, state and local laws.
[bookmark: _Toc516392182][bookmark: _Toc31800157][bookmark: _Toc516006676]Definitions
Throughout this RFP, the following definitions shall apply:
ADA: means Americans with Disabilities Act for Public Transportation systems
	Addendum or Addenda: means an amendment made by Authority, in writing, to the RFP.
Advertisement: means the public announcement requesting Proposals for the Agreement.
Agreement: means the contract between Authority and Contractor to perform the Contract Services as set forth in the RFP.
Authority: means Port Authority of Allegheny County, 345 Sixth Avenue, Third Floor, Pittsburgh, Pennsylvania 15222-2527, acting by and through its authorized representatives.
Co-Location: means the data center facility that will provide physical security, rack space, power, cooling and network and internet connections. 
Co-Monitoring: means tracking of power and bandwidth and monitoring of the HVAC, UPS and electrical systems. 
Contractor/Vendor: These two terms may be used as one in the same and represent the: Proposer selected by Authority to perform the Contract Services as set forth in the Agreement.
Contract Services: means the Scope of Services as defined in the RFP and as finalized, through negotiations, and incorporated into the Agreement.
Diverse Business (DB): means a diverse business as defined in 74 Pa. C.S. § 303, as may be amended.
DR: means Disaster Recovery Environment. 
Ebusiness: means utilization of web technology to transmit between Authority and vendors, proposers, and contractors’ information for everything from procurement to contract management in the fastest, easiest and most efficient form.  Ebusiness can be accessed through http://ebusiness.portauthority.org
Evaluation Committee: Authority’s staff appointed to evaluate, rank, and recommend all Proposals submitted in accordance with the criteria and methods contained in this RFP.
	FTA: means Federal Transit Administration, United States Department of Transportation.
Joint Venture: means an association of two or more businesses to carry out a single business enterprise for profit for which they combine their property, capital, efforts, skills and knowledge for the purpose of proposing on an RFP and executing an agreement as a single business entity.
Key Personnel: means to the Contractor’s personnel named whom has been identified and approved to function in a key capacity in managing the Contract Services as set forth in the Agreement. 
NTP: means Notice to Proceed
PDC: means Authority’s Production Data Center
[bookmark: _Toc516392183]Project: means the Authority project for which the Contract Services are required.
Project Manager means the individual proposed by a Proposer, and who will be responsible for the Contractor, to not only oversee the performance of the Contract Services by the Contractor, but also, who will have specific and detailed knowledge regarding Authority’s programs and contracts, and who will have overall responsibility for participating in, overseeing the strategy for, and performing the analysis of, Authority’s programs, plans, contracts and negotiations.  The Project Manager will be Authority’s direct contact, within the Contractor, regarding the performance of the Contract Services.
Proposal: means a hard copy written submission, in response to the RFP, by a Proposer for the Contract Services.
Proposer: means the individual, firm, partnership, corporation, joint venture or other entity which submits a proposal to Authority, in response to the RFP, seeking to be selected as the Contractor.
Remote Hand: means qualified on-site technicians available to assist with routine or emergency tasks.
RFP: means this Request for Proposal Number 20-01.
RTO: means Rail Transit Operations. 
Service: means the Contract Services.
SIEM: means Security Information and Event Monitoring
Supplier: means any individual, partnership, firm, corporation, joint venture or any combination thereof, who provides material, products, equipment or systems, but not labor or services, to the Contractor by virtue of an agreement with the Contractor.
VESDA: means Very Early Smoke Detection Aparatus. 
[bookmark: _Toc31800158][bookmark: _Toc516006677]Proposal Submission Schedule
An Information Meeting for interested parties will be held on the date and time as set forth in the Advertisement.  Questions generated at the Information Meeting will be answered, if necessary, in writing by Authority.
Attendance is recommended but not required at the Information Meeting. However, Information Meetings will not occur at any time other than the above designated time. The RFP and any subsequent written addendum serve as the sole basis upon which Proposers may submit proposals. 
Hard copy proposals shall be submitted as indicated in the Advertisement and must be both received and time stamped by a representative of the Purchasing and Materials Management Department at or before the time for submission of proposals set forth in the Advertisement. Proposals received or time stamped by a Purchasing and Materials Management Department after the advertised time for the submission of proposals shall be non-responsive and therefore ineligible for award and will be returned to the Proposer. Each Proposer shall be solely responsible for assuring that its proposal is timely received and time stamped in accordance with the requirements herein.
[bookmark: _Toc516392184][bookmark: _Toc31800159][bookmark: _Toc516006678]RFP as Exclusive Basis for Proposal
The RFP represents, in writing to all Proposers, the most comprehensive and definitive statement that Authority is able to make at this time as to the requirements, terms and conditions for this proposal process and performance of Contract Services. The RFP and any subsequent addendum shall serve as the sole basis upon which Proposers may submit Proposals. Proposers are advised to completely review the RFP and explicitly follow the instructions herein regarding the submission of a Proposal and the Scope of Services. Each Proposal shall comply with the requirements of the RFP as stated herein and all applicable federal, state and local laws and shall be executed by an individual legally authorized to bind the Proposer to a contract. Any information or understanding, verbal or written, which is not contained either in the RFP, or in subsequent written addenda to the RFP, shall not be considered by a Proposer in submitting its Proposal.
Authority reserves the right to amend the RFP at any time. Any amendments to, or interpretations of, the RFP, shall be described in written addenda. Each addendum will be available for this RFP through ebusiness for all parties. All proposers are responsible for checking ebusiness for any addenda or notifications. Failure of any prospective Proposer to receive the addendum shall not relieve the Proposer from any obligation under its Proposal as submitted or under any requirement of the RFP, as amended by an addendum. All addenda issued shall become part of the RFP.
Each Proposer shall acknowledge the receipt of each addendum in its Proposal. Failure to acknowledge receipt of an addendum in a Proposal may, at Authority’s sole option, disqualify the Proposal.
If assistance is required to involve Diverse Businesses (DBs) in the Contract Services, Proposers should contact Authority's Program Manager, Diverse and Disadvantaged Business Enterprises, Ms. Susanna Broadus, at (412) 566-5257 or by e-mail at SBroadus@portauthority.org.
Proposers should contact Authority's Professional Services Contract Specialist, Ms. Catherine Terrill, at (412) 566-5188 or email CTerrill@portauthority.org for any procedural questions concerning the RFP.
Only written questions or communications for the RFP will be considered for possible response. No telephone solicitations will be honored. If any questions or communications submitted necessitate a response, an addendum will be posted on ebusiness. Only written responses provided as addendum shall be official and all other forms of communications with any director, officer, employee or agent of Authority shall not be binding upon Authority. All questions relating to the RFP must be submitted as follows:
Via mail or fax:
Office of the Director of Purchasing and Materials Management
Port Authority of Allegheny County 
345 Sixth Avenue, Third Floor
Pittsburgh, PA 15222-2527
Attention: Catherine Terrill, Senior Professional Services Contract Specialist
Fax No.: (412) 566-5359
E-mail: CTerrill@portauthority.org

Or via ebusiness for this RFP event.
All such questions or communications and requests must be submitted by Proposers and received by Authority no later than 10 days before the due date for Proposals. Questions received after that time may not receive any response from Authority. If it should appear to a prospective Proposer that the performance of the Contract Services, or any matter relating to the RFP, is vague, ambiguous or not sufficiently described or explained in the RFP or the Scope of Services, or that federal, state or local law, ordinance, rule, regulation or other standard or requirement, then the Proposer shall submit a written request for clarification to Authority within the time period specified above.
[bookmark: _Toc516392185][bookmark: _Toc31800160][bookmark: _Toc516006679]Modifications, Deviations and Irregularities
Any individual, firm, partnership, corporation, joint venture or other entity able to meet the requirements of the RFP is invited to respond to the RFP. Proposers will be bound by the provisions contained in the RFP, unless a waiver or deviation is formally issued via written addendum by Authority.
As part of the process leading to the selection, if any, of the Contractor, Authority may request additions, modifications or clarifications to the proposal. Authority will rely upon the information submitted in a Proposal if the Agreement is awarded.
Authority reserves the right to waive any minor irregularities in any proposal submitted in response to the RFP and/or to reject all proposals, in its sole discretion.
[bookmark: _Toc516392186][bookmark: _Toc31800161][bookmark: _Toc516006680]Conditions, Exceptions, Reservations or Understandings
Proposals’ stating conditions, exceptions, reservations or understandings (hereinafter in this paragraph “deviations”) relating to the RFP, including but not limited to proposed deviations to the RFP Sample Agreement, may be rejected by Authority, in its sole discretion. Any and all deviations must be explicitly, fully and separately stated in a Proposal, setting forth, at a minimum, the specific reasons for each deviation so that it can be fully considered and, if appropriate, evaluated by Authority. PROPOSED DEVIATIONS MUST BE SET FORTH IN THE PROPOSAL AT THE TIME OF SUBMISSION IN ORDER TO RECEIVE CONSIDERATION. Any deviation found by Authority to be acceptable will be evaluated in accordance with the appropriate evaluation criteria and procedures. The submission of deviations may result in the Proposer receiving a less favorable evaluation than without the deviation.
[bookmark: _Toc516392187][bookmark: _Toc31800162][bookmark: _Toc516006681]Modification or Withdrawal of Proposals
A modification of a Proposal already received by Authority will be accepted by Authority only if the modification is submitted by an individual legally authorized to bind the Proposer and received by Authority prior to the due date set forth in the Advertisement for the receipt of Proposals or as made with a requested Best and Final Offer (BAFO). All modifications shall be made in writing and submitted in the same form and manner as the original Proposal.
Prior to the due date for Proposals as set forth in the Advertisement, a Proposer may withdraw a Proposal already received by Authority by submitting, in the same manner as the original Proposal to Authority, a written request for withdrawal from an individual legally authorized to bind the Proposer. By submitting a Proposal, and not properly withdrawing it prior to the due date for Proposals, a Proposer agrees that it shall keep its Proposal open and shall not withdraw its Proposal for 180 days.
This provision may not be utilized by a Proposer as a means to submit a late Proposal and, as such, does not alter Authority’s right to reject a Proposal.
[bookmark: _Toc516392188][bookmark: _Toc31800163][bookmark: _Toc516006682]Form of Contract
The sample Agreement, which will be used if the Agreement is awarded, is attached hereto as EXHIBIT 1. Proposers should review the sample Agreement, which includes various requirements for the Contract Services and shall include any of its comments on the sample Agreement as part of its Proposal.
[bookmark: _Toc516392189][bookmark: _Toc31800164][bookmark: _Toc516006683]Contractor Responsibility for Subcontractors
The Contractor shall be responsible for management, direction, design integration, scheduling, control, review and approval of all subcontract work and services. Moreover, the Contractor shall be responsible for assuring that all subcontract work is in conformance with the Agreement, Authority's policies, standards and criteria, and all applicable laws. All subcontracts will be subject to the review and approval of Authority. Subcontracts shall include all relevant agreement provisions identified in the Agreement.
[bookmark: _Toc516392190][bookmark: _Toc31800165][bookmark: _Toc516006684]Adverse Interest Law
This RFP is subject to the Commonwealth of Pennsylvania Adverse Interest Law, 71 P.S. §776.1 et. seq. This may have implications on future procurements. It is incumbent upon potential Proposers to perform their own determinations on this matter prior to submitting a proposal.
[bookmark: _Toc516392191][bookmark: _Toc31800166][bookmark: _Toc516006685]Pennsylvania’s Right-to-Know Law
Upon formalization of an Agreement with a Proposer, all Proposals and other supplemental information submitted in response to this RFP will become public records, as defined by Pennsylvania’s Right-to-Know Law, 65 Pa. Con. Stat. s. 67.101, et seq. (Law), and Authority is subject to this Law. Subject to specific exemptions under the Law, Authority is statutorily obligated to, and indeed will, make available all records deemed public in nature by the Law.
[bookmark: _Toc516392192][bookmark: _Toc31800167]Proposal Requirements 
[bookmark: _Toc516006686][bookmark: _Toc516392193][bookmark: _Toc31800168][bookmark: _Toc516006687]General Requirements
[bookmark: _Toc516392194][bookmark: _Toc31800169][bookmark: _Toc516006688]Letter of Transmittal/Proposal Requirements
Proposals should be submitted with two major components:
(1)	Letter of Transmittal: One original separate from the bound proposals and a copy bound in each copy of the proposal. This Letter of Transmittal shall be no greater than two pages in length and shall contain the following:
(a)	Statement as to the name, title, address, telephone, fax number(s) and e-mail address of the individual(s) with authority to bind the Proposer in contractual matters. The Letter of Transmittal shall be signed by such individual.
(b)	Statement as to the name, title, address, telephone and e-mail address of the individual to be contacted in the event that the Proposer is selected for an interview.
(c)	Statement as to the address and legal form of the Proposer. If the Proposer is a corporation, the Proposer shall identify its state of incorporation. If a joint venture is being proposed, provide the above information for all participating firms.
(d)	Statement that includes the following: “This Proposal, and any BAFO, shall remain in effect for and not be withdrawn for 180 days after the due date for the Proposal or the BAFO.”
(e)	Statement acknowledging receipt of each and every Addendum, by Addendum number and date, that Authority may issue to the RFP.
(f)	Statement acknowledging that any information provided with or otherwise attached to the Proposal that the Proposer may deem confidential or proprietary in nature may be subject to disclosure under Pennsylvania's Right-to-Know Law. The Proposer shall include the following acknowledgment and release in its Letter of Transmittal: 
“(Name of Proposer) acknowledges the requirements and potential applicability of the statutory requirements set forth in PENNSYLVANIA'S RIGHT-TO-KNOW LAW, “65 P.S. §§ 67.101 et seq. Accordingly, if the attached Proposal or any other material provided to Authority pursuant to this RFP process contains any reference to material being confidential, proprietary or restricted, in any manner, this Letter of Transmittal officially advises Authority and acknowledges that the stated limitations on such identified material are hereby rescinded and are null and void, to the extent that Authority determines that it is required to disclose such materials pursuant to a valid request for such information.”
 (g)	Statement identifying which service Proposer is proposing on: (1) Data Center Hosting Services; and/or (2) Managed Security Services
(2)	Proposal Requirements: The Proposal should be a comprehensive, accurate and effective presentation. The Proposal should be in a ring binder or spiral bound along the left long side, without unnecessary frills, fancy bindings or other decorative or extraneous materials. Attachments such as brochures, promotional literature, etc., shall not be included.
(a)	One original of the Proposal hand signed and 11 hard copies of the Proposal shall be submitted.
(b)	The Proposal shall also include an Appendix, which shall be at the end of the proposal document. The Appendix shall only contain material which is explicitly requested to be included in the Appendix.
(c)	No more than 50 pages, each numbered consecutively at the bottom, shall be contained within the proposal if the Proposer is proposing on a single category.  If the Proposer is proposing on more than one of the categories, 10 additional pages shall be allowed in the proposal for each additional category being proposed on.   Proposer shall clearly segregate information pertaining to each of the categories on which Proposer is proposing.
The page limit shall not include the Appendix material. Proposals containing more than the stated number of pages may be rejected by Authority.  
(d)	The font size for all material prepared in response to this RFP shall not be less than 10 pt. 
(e) 	The Proposal should be contained on 8-1/2” x 11” paper with fold-outs from this as may be required.
(f)	The Proposal shall be organized in the following fashion using tabs as numbered separators for each section for the hard copy and, if applicable, identifying page separators for each section for the electronic copy:
Cover: 	Containing RFP title and Proposer's name.
Letter of Transmittal:	Copy of letter previously described.
Table of Contents:
Section 1	Overview of Proposer
Section 2	Experience Record
Section 3	Project Work Plan
Section 4	Project Organization and Management Plan
Section 5	Summary of Cost(s)
Appendix	The Appendix which shall only contain the materials that are required by the RFP to be included in the Appendix.
[bookmark: _Toc516392195][bookmark: _Toc31800170][bookmark: _Toc516006689]Diverse Business (DB) Subcontract Participation
DB’s are particularly invited to submit Proposals to perform the Contract Services outlined in the RFP, either as a Proposer of or part of a joint venture.
[bookmark: _Toc516392196]It is the policy of Authority that DBs shall have the maximum opportunity to participate in the performance of contracts and subcontracts, and the Proposer agrees:
(1)	To make a good faith effort to ensure that DBs have the maximum opportunity to participate in the performance of the Agreement. In this regard, the Proposer shall take all necessary and reasonable steps to ensure that DBs have the maximum opportunity to compete for and perform work for the Contract. The Proposer shall not discriminate on the basis of race, color, creed, age, disability, religion, sex, age or national origin in the award and performance of subcontracts under the Agreement.
(2)	Failure of the Proposer to carry out the above requirements shall cause the Proposer to be non-responsive and ineligible for award. Following the award of the Agreement, if the Contractor fails to carry out the above requirements, the Contractor shall be in breach of the Agreement which may result in termination of the Agreement by Authority or such other remedy as Authority deems appropriate or as otherwise provided by law and/or in the Agreement.
The Proposer shall submit with its Proposal, the following:
a)	Name and address of DB firms that will participate in the Contract;
b)	A description of the work that each DB will perform; and
c)	The anticipated percentage of participation for each DB firm.
The Proposer shall perform upon the request of Authority, the following:
(1) In order to demonstrate that good faith efforts were made by the Proposer to secure DB participation, the Proposer shall submit the following information to Authority when requested:
a)	The names, addresses and telephone numbers of DBs that were contacted;
b)	A description of the information provided to DBs regarding Contract Services to be performed; and
c)	A statement of why additional agreements with DBs were not reached.
(2) The Proposer shall make a good faith effort to assist the DBs contacted that need assistance in obtaining lines of credit and insurance.
(3) The Proposer/Contractor shall make a good faith effort to replace a DB subcontractor with another DB. The good faith effort shall be directed at finding another DB to perform, at least, the same amount of work for the Agreement as the DB that was terminated.
(4) The Contractor shall make a good faith effort to provide DB subcontractors with the opportunity to perform work added to the Agreement.
(5) The Contractor shall be required to make a good faith effort to identify additional opportunities for DB participation, if work, which the Contractor originally intended to have performed by a DB, is reduced or eliminated as a result of an Agreement change. 
The Proposer/Contractor shall meet with Authority at Authority’s request to discuss the DB plan. The purpose of the meeting is to consider whether the DB commitment of the Proposer/Contractor is in compliance with the Agreement. At the meeting, the Proposer/Contractor will have an opportunity to present information pertinent to its compliance with the applicable requirements.
[bookmark: _Toc31800171][bookmark: _Toc516006690]Overview of Proposer
This section shall contain the following information, unless otherwise specifically noted. Proposer shall include the required information in this section in the “Overview of Proposer” section of its Proposal.
[bookmark: _Toc516392197][bookmark: _Toc31800172][bookmark: _Toc516006691]Description of Proposer
A concise description of the Proposer including organizational structure, subsidiary companies, identification of principals or parent companies, length of time in business, office locations and size and overall number of personnel by discipline. If the Proposer is a joint venture, the Proposer shall furnish this information for each entity forming the joint venture and clearly indicate the reason for the joint venture as it directly applies to this Project. Proposer shall also provide a general overview description of its proposed subcontractors.
[bookmark: _Toc516392198][bookmark: _Toc31800173][bookmark: _Toc516006692]Agent
A requirement of the Agreement is that the Contractor shall maintain, during the duration of the Agreement, an agent in Allegheny County, Pennsylvania authorized to accept notice and service of process on behalf of the Contractor and the Proposer shall so acknowledge and agree.
[bookmark: _Toc516392199][bookmark: _Toc31800174][bookmark: _Toc516006693]Contractor/Subcontractor Percentage of Work
The Proposer shall provide, in its Proposal, a statement as to the percentage of work that will be performed by the Proposer. The Proposer shall identify all of its proposed subcontractors in its Proposal, and must identify a) the tasks they will perform, b) the percentage of the work to be performed by each subcontractor, c) their qualifications to perform the work, and d) the reason the tasks are to be subcontracted.  
If Proposer is proposing on multiple categories, it shall clearly segregate information pertaining to each of the categories on which it is proposing.
[bookmark: _Toc516392200][bookmark: _Toc31800175][bookmark: _Toc516006694]Joint Venture
If the Proposer is a Joint Venture, the Proposer shall include a copy of any written contract or agreement, which exists between the entities forming the joint venture in the Appendix. 
[bookmark: _Toc31800176]Personnel and Operations Policies
A statement of the Proposer's personnel and operations policies relative to:
			(a)	Classifications of personnel normally billed directly to client including wage ranges (or rates) by discipline.  If rates by discipline are used for billing purposes, provide an explanation as to the basis by which the rates are established.
			(b)	Expenses normally billed directly to the client such as per diem rates, mileage rates, computer, reproduction and communication charges.
			(c)	Current overhead rate (if billings are made on a cost basis) including its components and identification of the most recently performed external and annual audit report. 
			(d)	If the Proposer utilizes an option in addition to, or other than, an hourly fee structure, Proposer shall note what personnel or operations policies will not be affected by the alternative fee structure (such as mileage rates, reproductions costs, etc.)
[bookmark: _Toc516392201][bookmark: _Toc31800177][bookmark: _Toc516006695]Experience Record
This section shall contain the following information, unless otherwise specifically noted. Proposer shall include the required information in this section in the “Experience Record” section of its Proposal.
Proposer shall provide complete, concise and accurate descriptions of the Proposer's and its subcontractors experience in providing services similar to those as outlined in Section 4 of this RFP, the Scope of Services.
Particular emphasis should be placed on those projects and services performed by Proposer's and its proposed subcontractors’ offices, employees and staff to be assigned to the Project. The Proposer’s actual role on the identified projects, or in performing the services, shall be clearly described. The Proposer's and its proposed subcontractors’ qualifications and ability to perform all identified Contract Services should be clearly discussed. The Experience Record should include three (3) references of relevant work directly applicable to the Contract Services, and should be contract specific and include the following:
(a) Contact name, contract title, address, telephone number and e-mail address of the client's project manager or contracting officer;
(b) The status of the contract or services and of the Proposer's or its proposed subcontractors’ work on the contract or services;
(c) The Proposer's and its proposed subcontractors’ specific involvement in the contract or services;
(d) The Proposer's or its proposed subcontractors’ project manager and staff on the identified projects that will be used, by Proposer or its proposed subcontractors, to support or perform the Contract Services; and
(e) The contract value of the identified projects and the Proposer's or its proposed subcontractors’ percentage of the work for the projects.
Authority may contact any or all firms listed in Section 2.3 regarding the quality of work, timeliness of work and general overall services provided by Proposer. Authority furthermore reserves the right to contact other clients of Proposer not listed in the Proposal for additional information on the Proposer’s past experience and performance. 
If the Proposer is a joint venture, furnish the above information for each entity forming the joint venture and specifically note any contract previously worked on by each entity forming the joint venture as a team, providing client references and telephone numbers.
[bookmark: _Toc516392202][bookmark: _Toc31800178][bookmark: _Toc516006696]Project Work Plan
This section shall contain the following information, unless otherwise specifically noted. Proposer shall include the required information in this section in the “Project Work Plan” section of its Proposal. 
[bookmark: _Toc516392203][bookmark: _Toc31800179][bookmark: _Toc516006697]Methodology
Proposer shall identify its plan and methodology for the performance of the tasks identified under Section 4. The Work Plan should include a detailed description of the methodology for accomplishing required work tasks and their interrelationships. If Proposer is proposing on multiple categories, it shall clearly segregate information pertaining to each of the categories on which it is proposing.  
Any substantive and/or procedural innovations used by the Proposer on similar projects that are applicable or can be tailored to the Contract Services should also be identified.
The work tasks to be wholly or partially performed by subcontractors, particularly DB subcontractors, should be identified in the Work Plan. Proposer must also identify the category(s) for which each proposed DB firm(s) and all other subcontractors would be used. 
If the Proposer is a joint venture, please describe the work tasks to be performed by each firm.
[bookmark: _Toc516392204][bookmark: _Toc31800180][bookmark: _Toc516006698]Flow Chart
This Work Plan shall include a flow chart which explains the sequencing and interrelationships of the work tasks graphically for all work tasks on the Project.  The Work Plan flow chart shall be keyed to time and the work tasks outlined in Section 4.
[bookmark: _Toc516392206][bookmark: _Toc31800181][bookmark: _Toc516006699]Project Organization and Management Plan
This section shall contain the following information, unless otherwise specifically noted. Proposer shall include the required information in this section in the “Project Organization and Management Plan” section of its Proposal.
[bookmark: _Toc516392207][bookmark: _Toc31800182][bookmark: _Toc516006700]Description of Organization and Management Plan
A detailed description of the Proposer's Organization and Management Plan which shall be established to perform the Contract Services as outlined in the RFP. The Organization and Management Plan shall clearly identify the Proposer’s proposed Project Manager and key personnel associated with each work task and for the entire period covered by the Agreement. The plan shall also describe the involvement of proposed DB firms and all other subcontractors in the Project.
If Proposer is proposing on multiple categories, it shall clearly segregate information pertaining to each of the categories on which it is proposing.  Proposer must also identify the category(s) for which each proposed DB firm(s) and all other subcontractors would be used.
If the Proposer is a joint venture, the company or firm affiliation of each staff member must be identified.
[bookmark: _Toc516392208][bookmark: _Toc31800183][bookmark: _Toc516006701]Project Organizational Chart/Resumes
A Project Organizational Chart shall be furnished which graphically depicts the above Project Organization and Management Plan. The proposed Project Manager and all other key personnel identified for this Project shall be identified on the Project Organizational Chart and further on an individual Staff Résumé form, a copy of which follows as EXHIBIT 4 (identifies minimum information required on Staff Résumé for each proposed individual).
Each Staff Résumé form shall be complete, concise and accurate, featuring all relevant job experience over the past 10 years. The Proposer may provide more than one Résumé per page in its Proposal. The Proposer shall include the required Résumés in this section in the Appendix. Résumés shall not exceed a total of 20 pages, if Proposer is proposing on only one service.  If the Proposer is proposing on more than one of the categories, 5 additional resumes shall be allowed in the proposal for each additional category being proposed on.   Proposer shall clearly segregate information pertaining to each of the categories on which Proposer is proposing.
[bookmark: _Toc516392209][bookmark: _Toc31800184][bookmark: _Toc516006702]Key Personnel Guarantee
A Key Personnel guarantee letter signed by the Proposer's President, Chief Executive Officer or Chief Operations Officer guaranteeing that the Project Manager and key personnel identified for this Project shall be assigned to this work, throughout the term of the Agreement, unless their employment is terminated.
If applicable, a Key Personnel guarantee letter signed by the Subcontractor’s President, Chief Executive Officer or Chief Operations Officer guaranteeing that the key personnel identified for this Project shall be assigned to this work, throughout the term of the Agreement, unless their employment is terminated.
Proposer and its subcontractor(s) shall identify the key personnel by name and proposed position for this Project in its key personnel guarantee letter. Proposer shall include the required key personnel guarantee letter(s) requested in this section in the Appendix.
[bookmark: _Toc516392210][bookmark: _Toc31800185][bookmark: _Toc516006703]Certification/License Requirements
Proposer shall maintain compliance and include copies of their certifications for the following in the Appendix:
· PCI/DSS Certification
· VmWare V6 Certified Professional
· Certified Installation/Replication Professional
· SolarWinds Certified Professional
[bookmark: _Toc516392211][bookmark: _Toc31800186][bookmark: _Toc516006704]Summary of Costs
	This section shall contain the following information, unless otherwise specifically noted. Proposer shall include the required information in this section in the “Summary of Costs” section of its Proposal.
The Summary of Costs shall be furnished utilizing the sample form(s) which follows as EXHIBIT 5. This Summary of Costs shall be keyed to the required Project work. Work to be wholly or partially performed by subcontractors should be so identified. A separate Summary of Costs is required for all subcontractors.
The Summary of Costs must be developed as follows:
		(1)	Data Center Hosting Service

		Proposers shall indicate the monthly fee for each year of the initial 3-year period. Annual Costs per year shall be indicated as well. The monthly and/or annual costs of the agreement will remain the same for the entire 3-year period, unless modifications and/or enhancements to the system have been made and both parties agree to the new terms, conditions and new costs. If an extension is granted beyond the initial 3-year period, fees can’t exceed 10% of the current monthly and/or annual costs each year of the 2-year contract extension(s).  

		(2)	Managed Security Service

Proposers shall indicate the monthly fee for each year of the initial 3-year period. Annual Costs per year shall be indicated as well. The monthly and/or annual costs of the agreement will remain the same for the entire 3-year period, unless modifications and/or enhancements to the system have been made and both parties agree to the new terms, conditions and new costs. If an extension is granted beyond the initial 3-year period, fees can’t exceed 10% of the current monthly and/or annual costs each year of the 2-year contract extension(s).  

		(3)	Infrastructure Resource Pricing List

			Proposers shall indicate the monthly fee for infrastructure resources in a pricing list. In the event that Authority’s needs increase or decrease over the course of this Agreement, the parties shall utilize the Infrastructure Resources Pricing List to establish a revised Monthly fee for Data Center Hosting Services and Managed Security Services.

		(4)	Unit Pricing Schedule for Storage, RAM, CPU and Internet Bandwidth
	
			Proposers shall indicate the monthly fee for each unit of storage, RAM, CPU and internet bandwidth as Authority’s needs for each may vary from month-to-month. Monthly usage shall be charged in accordance with the Unit Pricing Schedule. 

In addition to the above rate structure, Proposers are encouraged to propose alternate fee structures that will be cost effective to Authority.  Alternate billing arrangements may be offered as options for any and all categories of the Contract Services.

		If the Proposer is a joint venture, a separate partial Summary of Costs shall be furnished for each entity of the joint venture, as well as the composite Summary of Costs for the joint venture.  This partial summary will identify only those labor and expense costs for each entity of the joint venture.
[bookmark: _Toc516392212][bookmark: _Toc31800187][bookmark: _Toc516006705]Appendix
This section shall contain the following information, unless otherwise specifically noted. Proposer shall include the required information in this section in the “Appendix” section of its Proposal.
[bookmark: _Toc516392214][bookmark: _Toc31800188][bookmark: _Toc516006706]Financial Information
The Proposer will be required to present, in sufficient detail to Authority, financial records for Authority to review the financial condition of the Proposer, in order for Proposer to be considered eligible for award of the Agreement with Authority for the required services. Any financial information presented shall be prepared in accordance with United States Generally Accepted Accounting Principles (G.A.A.P.).
If the Proposer is a publicly-held firm, the financial information of the Proposer shall be included in its Proposal (separate statements for each entity forming a joint venture).
If the Proposer is a privately-held firm, the Proposer may either provide its financial records with its Proposal (separate statements for each entity forming a joint venture), or it may defer making such financial records available for inspection by Authority until after Authority has informed the Proposer that it has been short-listed for consideration for award of an Agreement.
[bookmark: _Toc31800189]Financial Statements
For either publicly-held or privately-held firms, the financial information to be provided shall include, if available:
(a) Independently Audited Financial Statements
Independently audited financial statement (either a certified audit or review) that includes a balance sheet, statement of income and expenses (profit and loss), and statement of cash flows for the two most recently completed financial years, including notes to the statements;
For privately held companies, if independently audited financial statements are not available, then
(b) Financial Statements Not Independently Audited
If not independently audited, then either:
(i) a compilation of financial statements performed by an independent accountant that includes a balance sheet, statement of income and expenses (profit and loss), and statement of cash flows for the two most recently completed financial years. If such statements are not available, then:
(ii) an internally prepared financial statement, including a balance sheet and statement of income and expenses (profit and loss) for the two most recently completed financial years, certified as true and correct by the president and chief financial officer of the Proposer, in either case, to include credit references or other financial documentation as may be required in order to portray the financial soundness of the Proposer to Authority’s satisfaction.
In addition, the Proposer must certify in writing that there have been no material changes in the company's financial condition or events that could have a material impact on the company's financial condition subsequent to the last audit or date of reporting period on the financial statements. Any such changes in financial condition or subsequent events must be fully disclosed in writing and signed by the president and chief financial officer.
[bookmark: _Toc31800190]Exceptions for Privately-Held Firms
(a) For a privately-held firm which elects to not include its financial records with its Proposal, such Proposer will be required to submit financial records as specified above, within three business days of being requested to do so by Authority.
(b) If Proposer is not willing to permit copies of such financial records to be retained by Authority, the Proposer will be required to attend a meeting, to be scheduled at the convenience of Authority, to enable Authority to review said financial records. Proposer agrees that Authority may document, for Authority records, its review and assessment of Proposer’s financial condition and such financial records, including, without limitation, taking notes about data contained in the financial records relative to Authority’s review.
(c) In the event that the Proposer does not have any cash flow documentation for preceding years of operation, Authority will accept current bank references (including a bank contact name and contact details) in lieu of a cash flow statement.
(d) In cases where independently audited financial statements are not presented, then signed copies of the Proposer’s Federal Income Tax filings, including all applicable schedules pertinent to the Proposer’s filing return, are required to be submitted along with the compilation or internally prepared statements.
[bookmark: _Toc516392215][bookmark: _Toc31800191][bookmark: _Toc516006707]Certification of Proposer Regarding Debarment
The “Certification of Proposer Regarding Debarment, Suspension and Other Responsibility Matters” or the “Certification of Proposer Regarding Debarment, Suspension and other Ineligibility and Voluntary Exclusions”, whichever is appropriate, for the Proposer (EXHIBIT 2). A Proposal which does not include the required Certification may be considered non-responsive and ineligible for award of the Agreement.
[bookmark: _Toc516392216][bookmark: _Toc31800192][bookmark: _Toc516006708]Proposer/Subcontractor Data Form
Proposer/Subcontractor Data Form “Proposer/Subcontractor Data Form” (EXHIBIT 3) for Proposer and all its subcontractors.
[bookmark: _Toc516392217][bookmark: _Toc31800193][bookmark: _Toc516006709]Resumes
See Section 2.5.2 of the RFP.
[bookmark: _Toc516392218][bookmark: _Toc31800194][bookmark: _Toc516006710]Key Personnel Guarantee
See Section 2.5.3 of the RFP. 
[bookmark: _Toc516392219][bookmark: _Toc31800195][bookmark: _Toc516006711]Affirmative Action and Equal Opportunity Policy
The Proposer's corporate Affirmative Action and Equal Opportunity policy statement posting, when required by law. The posting shall be signed and dated and shall also state the original date of adoption of this policy statement.
[bookmark: _Toc516392220][bookmark: _Toc31800196][bookmark: _Toc516006712]Insurance Requirements
A statement that includes the following: “The insurance coverage, as required by Exhibit 1 of the sample Agreement, can be obtained and will be carried without reservation or exclusion should (Name of Proposer) be awarded an agreement according to the RFP”.
[bookmark: _Toc516392221][bookmark: _Toc31800197][bookmark: _Toc516006713]Joint Venture Requirements
If the Proposer is a joint venture, the Proposer shall include a written statement explaining how the joint venture will fulfill the requirements of the Agreement which explanation shall fully discuss and identify the responsibility of each entity forming the joint venture for performing the Contract Services and providing the insurance required by the Agreement.
[bookmark: _Toc516392222][bookmark: _Toc31800198]Proposal Selection Process
Proposals will be evaluated, negotiated, selected and any award made in accordance with the criteria and procedures described below. The approach and procedures are those which are applicable to a competitively negotiated procurement whereby proposals are evaluated to determine which Proposal, if any, is most advantageous to Authority. Discussions and negotiations may then be carried out with Proposers determined to be reasonably susceptible of being selected for award of the Agreement after which BAFOs may be requested. Authority, however, may select a Proposal for award without any discussions or negotiations or request for any BAFOs. Subject to Authority’s right to reject and or all Proposals, the Proposer, if any, will be selected whose Proposal is found to be most advantageous to Authority, based upon consideration of the criteria discussed below.
[bookmark: _Toc516392223][bookmark: _Toc31800199]Evaluation Committee
Authority will establish an Evaluation Committee for the RFP. The Evaluation Committee will initially determine the responsiveness of each Proposal, evaluate all Proposals, determine the responsibility of each Proposer, score the Proposals, conduct meetings and assist in selecting the Proposer, if any, that may be awarded the Agreement.
[bookmark: _Toc516392224][bookmark: _Toc31800200]Proposal Evaluation Criteria 
The following is the criteria by which Proposals from responsible Proposers will be reviewed and evaluated for purposes of determining which is most advantageous for Authority and to make any selection of a Proposal for potential award of the Agreement. Any exceptions, conditions, reservations or understanding explicitly, fully and separately stated as a Proposal deviation and which does not cause Authority to reject a Proposal will be evaluated according to the evaluation criteria and/or sub criteria which they affect. The criteria to be used in reviewing and evaluating the Proposals and used to establish a score for the Proposals is as follows: 
(1) DB Utilization: Each Proposal will be evaluated based upon the proposed use of DBs by the Proposer.
(2) Experience Record and References: The following, as well as the other information identified in Subsection 2.3 to be supplied by the Proposer will be used to evaluate each Proposer’s experience and qualifications to perform the Contract Services.
(a) Sufficient financial strength and resources to finance the Contract Services and complete the Agreement in a satisfactory and timely manner as measured by the Proposer’s supplied financial statement. 
(b) Evidence that the Proposer has human and physical resources sufficient to perform the Agreement within the time specified.
(c) Evidence of a satisfactory experience, performance and integrity on similar contracts and meeting specifications and warranty provisions.
(d) Evidence of sufficient capabilities to perform the Agreement which will include the Proposer’s size, the Proposer’s commitment to further work of this nature, and the Proposer’s ability to bring adequate people to staff the Agreement.
(3) Project Organization/Management Plan: The Proposal will be evaluated based on the experience and background of the proposed personnel as well as the other information identified in Section 2.5 to be supplied by the Proposer.
(4) Project Work Plan: The Proposal will be evaluated based on the Proposer’s proposed approach to perform the Agreement, proposed schedule and proposed quality assurance and training plans and project team, as well as the other information identified in Section 2.4 to be supplied by the Proposer.
(5) Summary of Costs: The Proposal will be evaluated based on the information submitted as part of the Summary of Costs as identified in Section 2.6.
(6) Project Manager: The Proposal will be evaluated based on the experience and background of the proposed Project Manager(s) as well as the other information identified in Section 2.5 to be supplied by the Proposer.
(7) Staff Resumes: The Proposal will be evaluated based on the experience and background of the proposed personnel as well as the other information identified in Section 2.5 to be supplied by the Proposer.
The information submitted for each criterion will be scored on a scale of zero to ten. The score for the various criteria will then be multiplied by the weighted factors set forth for the criteria on the Proposal Evaluation Rating Sheet (EXHIBIT 7).
[bookmark: _Toc516392225][bookmark: _Toc31800201]Evaluation Procedures
(1) Proposals will be reviewed for complete conformance with the instructions and requirements of the RFP. Proposals that do not comply with the referenced instructions and requirements and do not include the required information may be rejected as insufficient and will not be further considered. Authority reserves the right to request a Proposer to provide any missing information and make corrections. Submittal of a Proposal shall signify that the Proposer has accepted the whole of the Agreement, except such conditions, exceptions, reservations and understanding explicitly, fully and separately stated in the Proposal. Such conditions, exceptions, reservations or understanding which do not result in the rejection of a Proposal are subject to evaluation under the criteria set forth in Section 3.2.
(2) Authority will select for award, if any, the highest ranked Proposal from a responsible Proposer, qualified pursuant to the RFP, which does not render the procurement financially infeasible and is determined to be the most advantageous to Port Authority based upon consideration of the Proposal and the evaluation criteria set forth in Section 3.2.
(3) The following will be the steps for reviewing and evaluating the Proposals:
(a) Proposals will not be publicly opened. All Proposals and evaluations will be kept confidential throughout the evaluation, negotiation and selection process, until award, if any, of the Agreement.
(b) Proposals will be reviewed and evaluated by Authority’s Evaluation Committee to determine the responsiveness of a Proposal to the requirements of the RFPs and the responsibility of a Proposer. Any Proposals found not to be responsible, will not be further considered for award of the Agreement. Final determination of the responsiveness of a Proposal will be made upon the basis of the Proposal. Final determination of a Proposer’s responsibility will be made on the basis of the Proposal, any information submitted upon Authority’s request, information submitted in a BAFO, information resulting from Authority’s inquiry of Proposer’s references and Authority’s knowledge and investigation of the Proposer. Authority’s determination in regard to the responsiveness of a Proposal and the responsibility of a Proposer shall be final and binding on the Proposers.
(c) Each Proposal from a responsible Proposer found to be in compliance with the RFP requirements will be evaluated in accordance with the criteria set forth in Section 3.2.
Each proposal will be examined by Authority's Evaluation Committee for compliance with the stated requirements in Section 2 and as outlined in the General Requirements (EXHIBIT 6). The evaluation will be undertaken (Preliminary Rating) utilizing the Proposal Evaluation Rating Sheet (EXHIBIT 7).
(d) After the Preliminary Rating, the responsible Proposers whose Proposals are determined by Authority to still be reasonably susceptible of being selected for award of the Agreement may be requested by Authority to respond, in writing, to certain questions. Each such Proposer may also be invited for a private interview and discussion with Authority to discuss answers to written or oral questions, to assure responsiveness of its Proposal and to discuss its Proposal. 
In the event that any such Proposal contains conditions, exceptions, reservations or understandings to any requirements of the Agreement, said conditions, exceptions, reservations or understandings may be discussed during these meetings. Authority, however, shall have the right to reject any and all conditions, exceptions, reservations and/or understandings. Any Proposer failing to do so may cause Authority to reject such Proposal.
(e) After any interviews have been completed, each responsible Proposer whose Proposal is determined to still be reasonably susceptible of being selected for award of the Agreement may be afforded the opportunity to amend its Proposal and make a BAFO. The request for BAFOs, if any, will include:
(i) Notice that all prior discussions and negotiations are to be included in the BAFO;
(ii) Notice of any changes to the RFP;
(iii) Notice that this is the opportunity for submission of a BAFO;
(iv) A common date and time for submission of written BAFOs;
(v) Notice that is any modification to a BAFO is submitted, it must be received by the date and time specified for the receipt of BAFOs and is subject to the late submissions, modifications and withdrawals of Proposals provisions of the RFP; and
(vi) Notice that if a Proposer does not submit a BAFO, Authority may consider its Proposal non-responsive and ineligible for award of the Agreement.
Any modifications to the initial Proposal made by a Proposer in its BAFO shall be expressly modified in its BAFO. BAFOs will be evaluated by Authority according to the procedures, requirements and criteria set forth in Section 3.2 (Final Rating). 
Authority will make the appropriate adjustments to the initial scores for each criteria which has been affected by any Proposal modifications made by the BAFOs. Authority will then choose for potential award of the Agreement, the Proposer, if any, whose Proposal Authority finds to be most advantageous to Authority based upon the evaluation criteria.
[bookmark: _Toc516392226][bookmark: _Toc31800202]Finalization of Agreement
Authority will meet, as necessary, to finalize the proposed Agreement with the responsible Proposer which submits the Proposal which is determined to be most advantageous to Authority based upon the evaluation criteria. In the event that Authority cannot finalize a satisfactory Agreement with the highest rated responsible Proposer, discussions will be terminated with that Proposer and Authority may then proceed with meetings to finalize the proposed Agreement with the next highest rated Proposer. The above process may continue until a satisfactory contractual arrangement with a Proposer has been reached.
Also, a responsible Proposer may be requested to submit a copy of the Proposer’s EEO Policy and Program and EEO-1 form for the current and previous year.
[bookmark: _Toc516392227][bookmark: _Toc31800203]Contract Award
The proposed Agreement resulting from discussions described in Section 3.4 will be ultimately presented to the Chief Executive Officer of Authority for review and recommendation to Authority's Board for approval. Authority's staff is not empowered to enter into a contract without the formal authorization of Authority’s Board.
[bookmark: _Toc516392228][bookmark: _Toc31800204]Failure to Execute a Contract
Failure of the Proposer to whom the Agreement is awarded to promptly execute the Agreement shall be cause for cancellation of the award. The Proposer, by submitting a Proposal, agrees to, and shall, reimburse Authority for all damages arising from said default.
[bookmark: _Toc516392229][bookmark: _Toc31800205]Acceptance / Rejection of Proposers
Authority reserves the right to reject any or all Proposals. Authority also reserves the right to make an award to a Proposer whose Proposal it judges to be most advantageous to Authority, without conducting any written or oral discussions with any Proposer or the solicitation of any BAFOs. Authority reserves the right to consider any specific Proposal which is conditional or not prepared in accordance with the instructions or requirements of this RFP to be non-responsive. Authority reserves the right to waive any defects, or minor informalities or irregularities in any Proposal which, in Authority’s sole discretion, has not materially affected the Proposal.
[bookmark: _Toc516392230][bookmark: _Toc31800206]Cancellation of Procurement
Authority reserves the right to cancel the procurement and not award the Agreement for any reason whatsoever, at any time, before the Agreement is fully executed and approved on behalf of Authority. 
[bookmark: _Toc516392231][bookmark: _Toc31800207]Authority Protest Procedures
Any actual or prospective Proposer who is aggrieved in connection with the solicitation or award of the Agreement may file a protest with Authority. The procedures for submitting such protests are available at Authority’s website at www.portauthority.org by following the links “Company Info & Projects”, “Doing Business”, “Procurement”, “Purchasing Information,” and “Bid Protest Procedures.”
[bookmark: _Toc516392022][bookmark: _Toc516498494][bookmark: _Toc31800208]
Scope of Services
[bookmark: _Toc31800209]Introduction

The Authority will retain the services of a pool of up to two (2) firms to provide Data Center Hosting, Managed Security, and Associated Services (Contract Services) in up to two (2) categories.  Contractors may be able to provide Contract Services in one or more of the categories identified below:

[bookmark: _Toc31800210]Categories of Services
The following are descriptions of the two (2) categories of the contract services: 

· Category 1 – Data Center Hosting Services (DCHS): Contract Services consist of co-location, server hosting, system monitoring, and internet connectivity.  The DCHS involves the planning, design, data migration, physical equipment relocation and service implementation associated with the hosting of Authority’s Production Data Center (PDC) and Rail Transit Operations (RTO) Disaster Recovery (DR) environment.  The services include, but are not limited to: 
· Providing a turn-key environment for Authority’s PDC hosting services; 
· DR hosting services for Authority’s RTO Data Center;
· Replication of relevant PDC data to Authority’s existing PDC DR environment;  
· Providing system monitoring; and
· Internet connectivity related services.

· Category 2 – Managed Security Services (MSS): Contract Services consist of managed security services for all Authority’s contract services identified under Category 1 for DCHS.  Authority requires that the Contractor supply MSS implementation and co-monitoring of a solution as identified in Category 1 – DCHS.

[bookmark: _Toc31800211]Current Architecture

[bookmark: _Toc31800212] Owned Equipment
· Following is the equipment owned by the Port Authority that will be co-located in the Data Center.

· Two (2) Dell R440 servers used to host a two node Oracle RAC database cluster.  These use iSCSI connections to a Nimble CS700 Hybrid SAN with 10 Gigabit Ethernet (GbE) copper connections.  The network connections are 1 GbE.

· Two (2) Dell R440 servers used to host a clustered two (2) node, ESXi host environment.  These use iSCSI connections to a Nimble CS700 Hybrid SAN with 10 Gigabit Ethernet (GbE) copper connections.  The network connections are 1 GbE.

· Two (2) Dell FX2 chassis used to host Horizon desktop environment.  These use iSCSI connections to a Nimble CS700 Hybrid SAN with 10 Gigabit Ethernet (GbE) copper connections.  The network connections are 1 GbE.

· Five (5) Cisco 3750-X switches, two (2) Cisco 891F and two (2) Palo Alto PA3060 firewalls.

[bookmark: _Toc31800213]Data Center Quantities (as of October 2019):
These are minimum quantities of equipment and connection/services needed:

	Server and general data center items
	Quantity

	Rack Unit
	29

	PDU Connection
	24

	208V/120V Power (Amps)
	46

	Provider Fiber Cross-Connect
	2

	1 Gbps Base-T Switch Port
	13

	1 Gbps SFP Switch Port
	18

	Server network Internet Bandwidth (Mbps)
	50

	Public IP Space /29
	1

	Public IP Space /27
	1

	IPSec Site-to-Site VPN Connection
	1

	Managed VLAN
	25

	Redundant Virtual Routing Instance
	2

	F5 Big-IP Firewall LTM Partition
	1

	Redundant Palo Alto NGF Virtual System
	2

	Threat Prevention and Management
	2

	Wildfire Cloud Threat Prevention
	2

	Storage (Disk Space in gigabytes (GB))
	148992

	vCPU (CPU cores)
	740

	vRAM (in GB)
	2563

	VM Server Instance
	222

	vCAN Server Licensing
	2563

	Desktop Internet connection
	Quantity

	1 Gbps Base-T Switch Port
	1

	Internet Bandwidth (Mbps)
	1000 (1 Gbps)

	Managed Cloud Network
	1

	Advanced URL/Web Filtering
	700

	Additional Zone of PAN Virtual System
	1






























[bookmark: _Toc31800214]Network Architecture	
Authority requires space for five (5) 1U networks switches and two (2) 2U Palo Alto firewalls. The following connections are utilized from the switches:
· 31 VLANs
· 49 Gigabit Ethernet connections
· 10 Single Mode Fiber connections capable of at least 10 gigabit

[bookmark: _Toc31800215]Hosted Architecture
Authority currently uses a hosted VMware vSphere cluster using the following resources:
· 222 virtual servers
· 740 virtual CPUs
· 2563 GB of RAM
· 148,992 GB of Nimble CS700 hybrid SSD/HD storage

[bookmark: _Toc31800216]Managed Security Services
The current MSS contractor provides software services and management of the Security Information and Event monitoring (SIEM) requirements (AlienVault) with 24/7 trained security expertise. A variety of systems are monitored, including approximately 120 Cisco switches and routers, 222 servers and a pair of Palo Alto firewalls. The current MSS contractor also supplies privileged access control (Beyond Trust) and network micro segmentation and monitoring (Guardicore).  Events per second (EPS) to the current SIEM is 120.    

[bookmark: _Toc31800217]Project Requirements  

In response to this RFP, Contractor(s) proposal shall detail how each requirement will be met as referenced for both categories.

[bookmark: _Toc31800218] (DCHS) Co-location Facility Environment and Specifications 
Contractor shall detail how their environment meets the following specifications:

· Raised floor throughout the equipment portion of the facility
· Redundant (N+1) UPS Systems
· Redundant A/B circuits feeding redundant rack Power Distribution Units (PDU)s
· Redundant generators
· Redundant Heating Ventilation Air Conditioning (HVAC) systems with leak detection
· Smoke detection system (VESDA recommended)
· Automatic fire suppression system
· Temperature, humidity and static controls in place
· Redundant high-speed Internet connections
· Ability to directly connect to Crown Castle fiber services in the Pittsburgh area
· ISO9001 and SAS70 certifications
· Co-Location hosting Facility shall be located within a sixty (60) mile linear straight-line radius of 345 Sixth Avenue, Pittsburgh, PA 15222 (Authority’s Administrative Offices)
· Utilize multiple facility security layers.  At a minimum the following should be available 24/7/365: card-based access, logged visitor identification, allowed access list and CCTV surveillance. 

[bookmark: _Toc31800219] (DCHS)  Environment and Specifications
Contractor shall detail how their environment meets the following specifications to implement a VMware private cloud:

· Fully redundant core switching consisting of separate chassis-based switches utilizing a minimum 6TB fabric backbone
· Isolated and secure customer network to include firewalls, virtually segmented routing and dedicated VLANs for Authority’s network
· Redundant core routing
· Secure and redundant VPN connectivity for remote access
· An intuitive and comprehensive network management tool incorporating scalability, distributed polling, scripting support for monitoring and alerting, performance monitoring and Authority access to a web-based dashboard for real-time performance monitoring
· A highly available VMWare vSphere private cloud cluster environment.    This would allow the set up any type of VM with the operating system of Authority’s choice and have total freedom to allocate resources such as CPU and memory as needed.  vSphere shall be maintained per VMWare suggested recommendations. This environment shall include the following:  
· A minimum of 500 GHz cluster compute resources for virtual machines
· A minimum of 5 TB of cluster RAM for virtual machines 
· Incorporation of a design to absorb physical faults and prevent service-disrupting maintenance
· Authority’s specific environment for Production shall include the following minimums:
· A minimum of 300 virtual servers
· A minimum of 1000 vCPUs
· A minimum of 3000 GB of vRAM
· A minimum of 25 TB of SSD SAN is required for the VMware Horizon Virtual Desktop Infrastructure
· A minimum of 130 TB of SAN storage is required for the VMware server vSphere cluster.
· A minimum of 130 TB of SAN storage is required for the VMware server vSphere cluster.
· Storage with the following:
· Must be Nimble CS700 array compliant Authority’s specific environment for RTO DR shall include the following: Capability for offsite native SAN to SAN Nimble CS700 replication or approved replication software
· A minimum of 2TB storage
· Provide a minimum of 40U of rack space and 50 AMPs of redundant 208V/AC power, fiber and/or copper cabling as required for connection of Authority co-located equipment to hosting and power services.  Co-located equipment shall include, at a minimum, Authority owned firewalls, network switches and stand-alone servers as needed to support company processes.  Authority shall provide all necessary maintenance and upgrade services for these Authority-owned devices.
· Contractor shall perform an annual SOC Type II audit for the location hosting Authority’s services and provide a copy to Authority within 30 days of completion.
· Contractor shall maintain current PCI/DSS compliance as a hosting provider and provide a copy of their PCI/DSS Attestation of Compliance upon request.
· Contractor shall offer a Stratum 1-time server or approved equal to provide a legal time source for security and e-commerce logging.

[bookmark: _Toc31800220] (DCHS) SolarWinds System Monitoring and Alerting
Below are the modules that are either currently in use or Authority is considering.  Minimum quantities are baselines and Contractor shall provide incremental costs for additional quantities or additional SolarWinds modules not listed below.

· Server and Application Monitor (SAM2500 minimum) required
· Web Performance Monitor (WPM20 minimum) required
· Network Configuration Manager (DL500) optional
· IP Address Manager (IP4000) optional
· Log Analyzer (LA50) optional
· Database Performance Analyzer for SQL Server (DPA10 minimum) optional
· Patch Manager (PM2000) optional

[bookmark: _Toc31800221](DCHS) Archival & backup
· Authority must be able to use Veeam to backup selected VMs.  This is both for long-term archiving and daily backup requirements.
· The SAN will be configured to take periodic snapshots:
· Short-term: every 15 minutes stored for 4 hours
· Long-term: every day stored for a minimum of 30 days

[bookmark: _Toc31800222](DCHS) Hosting Infrastructure Design
Contractor shall detail how they plan to meet the following requirements:

· Verify and replicate all VLAN and virtual switch layouts and redesign as necessary in their environment
· Verify and replicate all cluster and high availability layouts and associated scaling in their environment
· Verify and replicate all storage layouts in their environment
· Verify and document all network infrastructure connectivity.

[bookmark: _Toc31800223](DCHS) Internet, Web and Connectivity Services
Contractor shall detail how they plan to meet the following requirements:

· Internet access shall be provided by Contractor.  Two (2) connections are required: one (1) for our server farm and one (1) for our user desktop environment.  Redundant connections shall provide bandwidth of 1Gb/s with options for bursting for the desktop environment and a minimum of 100Mbps with the option to increase capacity for the server farm shall be provided as part of the service agreement.  Authority shall require a block of 30 IP addresses upon award of the contract.
· [bookmark: _GoBack]Authority hosts several public facing web sites, web services and file transfer services.  Most of these services run in a DMZ behind Authority’s firewall, but some of these services run outside of the Authority’s firewall to reduce dependencies.  Contractor shall detail their ability to run services of this type outside the Authority’s firewall on servers behind a Contractor provided firewall and Contractor load balancer with an optional VPN or other routing to Authority’s network resources.
· Provide connectivity services to external secure services platforms.  

[bookmark: _Toc31800224] (DCHS) Data Migration, Equipment Relocation and Post-Migration Support
Contractor shall detail how they plan to meet the following requirements:

· Data Migration
The Contractor shall provide a hosted VMWare environment utilizing approved SSD SAN storage to house all of Authority’s PDC data, virtual servers and RTO DR.  This environment shall become a permanent part of Authority’s network allowing Authority full access to all Authority’s PDC and RTO DR data.  Authority reserves the right to approve the Contractor’s infrastructure prior to award of this contract.  The Contractor shall migrate Authority’s PDC environment in its entirety to the proposed environment and implement RTO DR replication to the proposed environment fully maintaining Authority’s current level of service.  During the transition, the Contractor shall work to minimize risks and downtime utilizing accepted business processes, practices and planning.  The environment shall have adequate networking, storage, servers and software to run Authority’s PDC and RTO DR environment at its current service level, including an equal and sufficient number of IOPS’, virtual servers, vCPUs, vRAM, and Storage as listed in this Scope of Services.  Authority shall be responsible for the Crown Castle fiber link to the Contractor’s environment.  The Contractor shall be responsible for all other costs related to the data migration, replication and environment.  The Contractor shall also provide the following in conjunction with the data relocation:
· Manage and complete migration of PDC data and virtual servers during the relocation scenario
· Manage and verify replication of PDC environment to Authority’s PDC DR environment (located on Authority-owned property)
· Manage and complete replication of RTO data for DR
· Provide a plan to test and verify data integrity during the migration/replication
· Provide a plan for data security during the migration/replication
· Provide a plan for data testing, verification and functionality
· Provide a plan to test and verify PDC DR functionality and RTO DR functionality

· Equipment Relocation
Contractor shall provide on-site resources for the physical relocation of Authority-owned equipment which shall require relocation to the Contractor’s rack space.  This work shall include removing the equipment from the current location and then installation and wiring of all equipment at the Contractor’s facilities.  Contractor shall be responsible for powering down all Authority-owned equipment utilizing manufacturer approved procedures, removing equipment from racks, packing for relocation, transport of equipment to new location, re-installation of physical equipment in Contractor’s rack space, re-establishing network connection to all equipment and powering up the equipment again utilizing manufacturer approved procedures.  Contractor shall be responsible for verifying the functionality of all equipment once it has been re-energized.  Any discrepancies shall be identified and reported immediately to Authority’s Project Manager.

[bookmark: _Toc31800225] (MSS) Managed Security Services
Authority requires that the Contractor supply Managed Security Services (MSS) implementation and co-monitoring of a solution that provides: 

· Threat monitoring 
· Cyber-attack defense 
· Security incident and event monitoring (SIEM) 
· Log management 
· Incident Response
· Event investigation 
· Threat intelligence 
· Network segmentation and monitoring.  
· Vulnerability detection and management (Optional)
· Penetration testing  
· 24/7 monitoring 
· If vulnerability detection and management is part of the Contractor’s MSSs offerings, the software employed for that purpose must be on the list of Approved Scanning Vendors (ASV) as listed by the PCI Security Standards Council (https://www.pcisecuritystandards.org/assessors_and_solutions/approved_scanning_vendors) 
· SIEM product supplied by Contractor MSS must successfully process all Port Authority net-flows (CISCO) and log sources (Barracuda email security, Palo Alto Firewalls, Palo Alto Traps Management Service endpoint security, Qualys Vulnerability management, Microsoft Windows and Linux servers, MS SQL server databases, Oracle databases)

[bookmark: _Toc31800226] (DCHS/MSS) Support Services and Planning 
Contractor shall detail how they plan to meet the following requirements:

· Contractor shall provide onsite “remote hand” for physical access to Authority’s co-located equipment, e.g. power cycle equipment, remove/insert CD or other media, report on status of co-located equipment (warning lights & status light), report on physical state of co-located equipment etc.  “Remote hand” service shall be for no more than 5 hours per month inclusive.   
· Contractor shall have proven process and procedure for tracking issues and requests from Authority.  Contractor shall submit evidence of its proposed system to Authority with its response.  Tracking system shall be used for all additions and removals to the PDC utilizing individual ticket numbers.
· Incident reporting and support are required on a 24/7/365 basis.  Contractor shall provide Authority with a Network Operations Center, which shall be manned 24/7/365, for incident reporting and monitoring of provided services.  Network Operations Center shall be available by both telephone and web site access,
· Any security breaches, whether physical or electronic, to the servers, racks, facility or any unauthorized access shall be immediately reported to the Authority’s escalation list, which will be provided as part of the implementation. 
· Incident reports for all reported incidents shall be made available within a timely manner from the report of the incident.  Initial notification shall be made with one hour of the incident reports.  Hourly updates shall be provided until the incident is resolved.
· Authority shall be notified at least 7 days in advance of all scheduled maintenance affecting Authority services, and at least 30 days advance notification for all major service interruptions. 
· Contractor shall provide Authority IT staff with documentation for incident and outage reporting, contact names, phone numbers and management escalation procedures.
· Contractor shall describe the ability authorized Authority employees have to adjust virtual network adapters of a virtual machine between the port groups specified for Authority’s networks and VLANs.
· Contractor shall work with Authority to provide a complete service continuity migration plan for Authority’s Production and RTO DR environment in the event of Contractor and/or Authority business downturn, disruption or closure.  Migration shall be made to a Contractor who is fully compliant with all aspects of this SOW. Contractor shall be fully obligated to assist Authority with the finding of a suitable alternate Contractor along with the implementation and completion of the Service Continuity Plan, if needed, in its entirety at no additional cost to Authority.  Authority shall be responsible for negotiating a monthly fee with the selected alternate Contractor upon completion of the Service Continuity Plan.

[bookmark: _Toc31800227] (DCHS/MSS) Service Levels
Contractor shall detail how they plan to meet the following requirements.  A service is deemed failed if any of the following conditions are not met: 

· Authority requires 99.99% uptime of Contractor’s resources based on yearly SOC Type 2 appraisals.  Results shall be submitted to the Authority within 30 days of completion.
· Power: 100% availability
· For unplanned outages, a maximum one (1) hour notification time of any outages to Contractor’s hardware and software which directly affect Authority’s PDC environment.include an estimated resolution time and provide updates hourly.  A maximum response time of four (4) business hours on normal adds, moves, and changes to Authority’s PDC environment.
· Maintenance Periods must be coordinated with Authority’s Project Manager and must clearly identify any services that will potentially be affected by the work. 

[bookmark: _Toc31800228] (DCHS/MSS) Authority Infrastructure Familiarization 

Contractor(s) shall develop a working knowledge of the following prior to beginning the project initiatives:

· Authority LAN Environment
· Authority WAN Environment
· Authority vSphere Platform and Implementation
· Authority VMWare Horizon Environment
· Authority Nimble CS700 SAN Environment
· Various Authority Applications
· Authority RTO Environment
· Authority DR Environment
· Managed Security Services

[bookmark: _Toc31800229] (DCHS/MSS) Project Planning

Contractor shall submit in detail the following requirements:

· Develop and document a migration plan for Authority’s production data and equipment components from the current location to the proposed environment
· Provide a project overview detailing estimated completion time of the migration project (in days).  Completion of the migration planning is required within a maximum of 30 (thirty) days from the “Notice to Proceed”
· Develop and document a risk management plan to minimize and/or eliminate downtime
· Develop and document an in-depth implementation plan for the project

[bookmark: _Toc31800230](DCHS) Fiber Connectivity, Service Provider Qualifications, Subcontracting

· Authority shall supply fiber-optic WAN connectivity to the Contractor’s facility main demarcation point.  The Contractor is responsible for all hardware, software, power and wiring related to the hosting services inside their facility.  Contractor is also responsible for any cabling needed from the hosting facility main demarcation point (where the Crown fiber will be terminated) to the PDC equipment and racks used by Authority.	      
· The Contractor shall provide all necessary expertise, personnel, supervision and tools to properly provide the services described herein including any other miscellaneous materials needed or called for.  The Contractor shall also provide a dedicated project manager for the duration of the relocation and migration project.

· Contractor shall detail how their staff meets the following certifications:
· VMWare V6 Certified Professional – Datacenter Virtualization
· Certified Nimble CS700 Installation/Replication Professional or Certified Installation/Replication Professional of proposed storage system
· SolarWinds Certified Professional
· Contractor shall detail how their staff meets following requirements, including years of service for each:
· Experience replicating to a Nimble CS700 storage array

· Contractor described above shall be available in the Pittsburgh, PA local area during the migration, installation, implementation and acceptance periods of the project.

[bookmark: _Toc31800231]Required Documents for Submittal and Proposed Monthly Cost Overview

Service Provider shall provide requested project overview and associated details from Sections 2.0 and 3.0.

Proposed monthly cost for services to be provided.  The proposed monthly cost shall be the proposed monthly “unit pricing” submitted by the successful Service Provider.  The proposed monthly cost shall be inclusive of any and all expenses outlined in this RFP and include all applicable charges to provide a turn-key data center hosting service.  Successful Service Provider shall not assess any additional charges to Authority beyond the fixed monthly charge unless authorized through Authority’s change order process.  Additional charges shall be strictly limited to service additions in the environment specifically requested and approved by Authority.  Submitted proposed monthly cost shall be based on the minimum specifications along with any applicable services specified in this document and/or any other services n eeded to provide the turn-key hosting service.  The submitted proposed monthly cost (based on the Sections 2.1 and 2.2 minimums and all other applicable services) shall be a baseline for cost comparison between providers and the final monthly recurring cost shall be negotiated based on actual Authority usage in the hosting environment.  Payment of final monthly recurring cost shall begin 30 calendar days after the completion of the final acceptance period (see Section 6.0).

Individual monthly recurring cost for 1 virtual server, 1 GB of SSD SAN storage, 1 GB of vRAM, 1 vCPU and 1 MB of Internet bandwidth.  The monthly recurring cost supplied shall be for each item separately.  These costs are for Authority budgetary purposes and shall be used to assist in the calculation of the final monthly recurring cost after migration. 

Payment of the final monthly recurring cost shall be made to the Contractor as earned at the end of each calendar month for the duration of this contract and any applicable extensions.  At the expiration of each month of service, Service Provider shall submit to Authority an invoice covering the monthly charges.  The invoice shall be in a form acceptable to Authority. Also, Service Provider shall provide Authority with a monthly document detailing all work orders submitted which caused an adjustment in monthly pricing.  The document shall be in a form acceptable to Authority.

[bookmark: _Toc31800232]Installation Period

Contractor shall furnish, install, and provide all services specified herein within time frames of the project overview supplied from Section 2.0 upon the “Notice to Proceed”.  Completion of the migration project planning outlined in this RFP is required to take place within a maximum of 30 (thirty) days of the “Notice to Proceed”.  The hours for migration, replication, installation and testing shall vary depending on the work required.  Contractor shall attempt to have all work performed during normal business hours Monday – Friday excluding holidays, but due to the need for Authority system uptime during the business day and peak revenue periods, after hours work may be required.  Any possibility of service disruption shall be coordinated with Authority Project Manager to minimize any effect on Agency services.  Contractor shall also work with assigned Authority Project Manager to ensure a successful knowledge transfer occurs during the upgrade procedure.

All contract services under both categories must be fully operational as of 1/15/2021.  The successful Contractor(s) will ensure that all necessary precautions are taken to provide transition, risk and downtime management for implementation and activation of the services.

[bookmark: _Toc31800233]Project Milestones / Deliverables

Pre-Migration (NTP + 30 days)
· Deliver a migration plan for Authority’s production data and equipment components from the current location to the proposed environment
· Deliver a project overview detailing estimated completion time of the migration project (in days). 
· Deliver a risk management plan to minimize and/or eliminate downtime
· Deliver an in-depth implementation plan for the project

Migration Period (November 2020 – January 2021)
· Hardware relocation / activation
· Complete migration of PDC data and virtual servers 
· Deliver verification that replication occurs between the PDC environment to Authority’s PDC DR environment (located on Authority-owned property)
· Complete replication of OCC data for DR
· Deliver verification of PDC DR functionality and OCC DR functionality

Post Migration (January 15, 2021)
· Authority’s installation acceptance
· Successful completion of final acceptance testing

[bookmark: _Toc31800234]Product Testing

Upon completion of the migration and after Authority’s written installation acceptance, Contractor and Authority shall perform final acceptance testing.  Such testing shall be conducted in actual working conditions with all systems on-line and functional.  Contractor shall correct any problems encountered during the testing and re-test as necessary to ensure all issues have been corrected.  The final acceptance period shall continue for a period of 15 days from the written installation acceptance with all equipment, software and services in full operation.
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1. [bookmark: _Toc516498553][bookmark: _Toc31800236]EXHIBIT 2: Certification of Proposer Regarding Debarment, Suspension and Other Responsibility Matters” or the “Certification of Proposer Regarding Debarment, Suspension and other Ineligibility and Voluntary Exclusions”
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